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SAFERS CHATBOT DESCRIPTION
AIM

The SAFERS (Structured Approaches to Forest Fire Emergencies for Resilient Societies) chatbot
is a tool running on mobile devices that enables fast and effective bidirectional
communication between deployed responders, field forces, control centres, and citizens.

On-field forces shall be allowed to use such tools easily without hindering their normal
operations on the field. Meanwhile, decision-makers operating at control centres shall
understand the situational picture, including the status, the performed activities, and the
current location of all deployed personnel. Moreover, thanks to the reception of specific
geolocalised multimedia reports generated through the chatbot, decision-makers can quickly
assess the impact of ongoing emergencies or natural phenomena along the three critical
phases of the emergency management cycle: the early warning, the emergency response,
and the post-event phase.

BENEFITS & VALUE

The SAFERS Chatbot:

e is based on Telegram, a mobile app that is easy for any user and does not require installing
other apps.

e is a messaging tool that allows professionals and citizens to communicate with the control
centre.

« enhance the coordination on the field by localising field forces in real-time.

TECHNICAL REQUIREMENTS

e The SAFERS Chatbot can be used on Android or iOS mobile
devices.

e The Telegram messaging application is required to be
installed.

o ltis also possible to use the chatbot via the Telegram Desktop
application with limitations, sharing the unavailability of the 2 ml
location sharing. ‘ L |

e To allow the exploitation of all chatbot's functionalities,
enabling GPS from your device settings is recommended.

Telegram
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1. Installation and Setup

V2.0

The SAFERS Chatbot is accessible through the Telegram messaging application.

To install Telegram on your mobile device:
1. Search, download and install the Telegram messenger.
- for Android devices from the Play Store

- for iOS devices from the Apple App Store

Telegram

2. Open and set up Telegram using your phone number. In case you have problems, you may
refer to this tutorial.

right (F

igure 1, nr.

1.

Setup the Chatbot: from the Telegram main screen, click on the magnifying lens at the top
This will open a search bar where you can enter text.

There, enter the text “SAFERS” (Figure 1, nr. 2). The SAFERS Bot [test] will appear in the
results. (Figure 1, nr. 3). Click the row to join the channel.

To start using the SAFERS bot, click on the “START” button at the bottom of the screen (Figure

1, nr. 4). This will send the command “/start”, and the bot will ask you to log in.
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Figure 1 - The SAFERS chatbot setup


https://play.google.com/store/apps/details?id=org.telegram.messenger
https://apps.apple.com/it/app/telegram-messenger/id686449807
https://www.tomsguide.com/us/how-to-use-telegram,news-29636.html
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2. My account and access

To use the chatbot, every user must register for the service. st

i “ in” H Welcome to Safers bot! &
o After the /start command, click the “Login” button (Figure Tepontson o bt
2) authentication procedure

Figure 2 - Login button

+ Inthe following dialogue box, you will receive the link to Open Link

the Iogin page. Click “OPEN" ( Do you want to open https:/safers
. .page.link/5h1Srw1646eT6jtK6?
o Figure 3).

CANCEL OPEN

Figure 3 - Login link
If you have already an account:
e Fillin your credentials and Submit.

Login
~
OSAFERS @
& Username
(] Password
If you do not have an account yet:
e Tap the command Create an account (bottom-right) a, submit
» Inthe next screen, Create your credentials (email and
password) and Register. Dorit have en sccount?
Figure 4 - Login form
Register

&
a

e

& Register

After the confirmation message, a quick tutorial describes the SAFERS Bot's scope and usage.
e Click OK to start using the bot.

IMPORTANT TIP

In order to provide a robust overview of the in-field situation to the control centre,
enable the GPS on your device settings.

SAFERS allows to update your status and live location when relevant.
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a ¢ 9
P Reports & Updates
Four main functions are offered in the Start menu (Figure 5) & Missions @ My status

At any moment, you can return to the beginning and display this
menu by typing “/start” directly in the text line.

1 Settings

Figure 5 - Start menu
The Start Menu functionalities are:

Reports: here, you can create new Reports and read Reports created by other users
containing information and media (photo, video, text, audio).

Communications: here, the messages created by the SAFERS control centre for users in a
specified area are shown.

Missions: here, you can access the list of the Missions and tasks set by your Organization
and update the mission status according to the actual situation.

My status: use this command to update your operational status and inform your
Organization if you are busy or available for eventual operations.

Settings: here, you can set your preferences for the SAFERS chatbot.

The SAFERS Bot offers a menu, always available near the text field, that includes a list of quick
commands, working as shortcuts to some functions.

IMPORTANT
They will appear in the language set in the device settings
(and not in the language set for the SAFERS Bot).

The quick commands can also be launched simply typing them in the text field, as shown in the
following:

/start:
to open the Start menu (or the Login if you are not logged in).

/logout:
to Logout from the Bot (if you are logged in).

/changelanguage:
to change the chatbot language, among the available options.

/tutorial:
to receive the tutorial about the SAFERS chatbot’s main functionalities and way to use it.

/mylocation:
to see on a map the last location you've sent, if any.

/myprofile:
to know the information related to your profile: name, email, organization and role.

/about:
to know more about the SAFRS project.
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/updates:

to open the Updates menu of the chatbot
/settings:

to open the Settings menu of the chatbot
/reports:

to open the Reports menu of the chatbot

5. Reports

One of the primary functions of the SAFERS chatbot is to exchange information from the field with
the control centre and other in-field agents.

In the Report section, you can see the list of Reports created by you or other users, reading the
provided details and attached media.
- create and send reports, attaching data and media content.

IMPORTANT TIP!
Your reports will be visible only inside your organisation.

A SAFERS Report contains the following information:

«d TELEGRAM

e The preview of attached media (if any),
such as photos, video, and audio files.

v

e The date of creation REPORT

. The source (if created by professionals or citizens) et GETER A B8 R

Source: professional

v

The Event reported (selected by a given list)

The Report status (if notified or not to the Control Centre)
The location you can see in Google Maps.

The number of media attached (if any)

Event: Fire ¢}

Report status: Notified (
Location: See on map
Media: 1 photo

v

Measurements:
- Wind speed: Moderate

The text description added by the author
Measurements, referring to quantitative/qualitative details.

Figure 6 Report details card
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1.1.See Reports

Having authorised the SAFERS Bot to use your location,
you can see the report concerning your area.

From the Start menu, tap Reports. In the following menu, you
can select:

o “See all reports” to open the list of Reports created by
users belonging to your Organization.

o “See my reports” to open the list of Reports you created.

In both lists, Reports are organised in blocks of 3 Reports. Use
the arrows to browse them.

o B3 to go back and forth one block of 3 reports at a
time.

o [ 3 to jump respectively at the beginning or end of the
list.
Each button corresponds to one Report and shows the

Report’s date and hour of creation and its description (an
example in Figure 8).

1.2.Report creation: the quick procedure

To quickly start creating a new Report:

V2.0

. What do youwanttodo? ..,

Create a new report

See my reports

See all reports

Figure 7 - Reports options

Tap on a report in the list to read the

09/19/2023 | Ayuda independentist a la vist

Figure 8 - Reports pages

* You can type the description of the situation you want to report directly in the text field

(Figure 9, nr. 2).

e You can record an audio message activating the microphone command near the text field

(Figure 9, nr. 3).
» You can also start to create a report from a media.
Tapping the Clip command (Figure 9, nr. 1), you can:

- Select the Gallery to add stored photos and videos and create new ones (Figure 9, nr. 4).
- Select Position to add your position or move the pin on the map to set the location the

Report refers to (Figure 9, nr. 5).

uId you like to do next? ... \ i e = =)
. 4 o et e atEs e o =
= Menu @ : o 59@ P ‘o ‘EB% 9

1) 2) 3) 4)

oooooooo

Figure 9 — Commands to attach media and location to a new Report.
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o After adding content, the Bot asks you how to procede. You
can either discard the content or proceed, following the
instructions to complete the Report with the missing
informations

1.3.Report creation: the guided procedure

From the Start menu, tap Reports and “Create a new report”.
Follow the instructions in the message and use the buttons to
add the following Report Details:

« the Hazard* the Report is about.

e the Location of the event*, you can add, tapping the Clip
command (Figure 9, nr. 1), select the Location and attach your
location or indicate the event location on the map (Figure 9, nr.
5).

o Eventual additional parameters (according to the event
selected)

¢ You can add a description by typing it the in text field bar and
sending it.

* You can also add media (Photo, Video, Voice note) by tapping
the Clip command (Figure 9, nr. 1) and then Gallery (Figure 9,
nr. 4).

IMPORTANT TIP!
To send a new Report, it is mandatory to
Add a Location and either a Description or a Media.

THING TO KNOW ABOUT THE REPORT CREATION

V2.0

S
=

Do you want to set this content as a ;“
report? B

Figure 10 — Quick Report Creation

REPORT

Created: 09/28/2023 17:18 CEST
Source: professional

Event: Fire ¢}
Report status: Notified
Location: See on map

P~ Reports

Measurements:

- Wind speed: Strong
45°03'55.4"N 7°39'34.4"E
Find local businesses, view maps
and get driving directions in

Google Maps. . Q
j [ Edit report
a ¢ © 0

Figure 11 - New Report draft

e The Hazard initially selected can be modified by clicking “Edit hazard”. It will open a menu
where the previously hazard chosen is marked (£4), and the new hazard can be selected

among the ones in the menu.

« Concerning the media, Photos, Videos, and Voice notes, many files can be attached to a

Report.

* When a new media is added, it is possible to remove it if the Report has not been already sent

by clicking on the “Edit media” button.

10
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1.4.Report creation — additional details

Which additional content would you
like to attach?
You can attach only one type per
) report. .

The Report creation procedure allows you to provide additional
information.

e The “Add details” button opens a menu displaying the possible
additional content for the specific hazard previously selected. I

e The details may concern Measurements, Damages, Effects and Mensurer nts
People.

Damages

Note that only one type of additional detail can be added for each

R epo rt. Effects

Figure 12 Add content menu.

Report creation > Additional details > MEASUREMENTS

The “Measurements” button opens a submenu that shows all the possible measurements that can
be added for the specific hazard previously selected.

e Click the measurement you want to add.

« According to the type of data, you'll be asked to:
- Digit numbers in the message bar if the measurement has to be numerically expressed.
- Or write a label if the parameter requires a description.

As an example, in Figure 13, the two kinds of measurements are added for a Report related to
Fire (numerical measurement for Flame height), and they are then visible in the details card
in the bottom-right image.

11
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SAFERS Bot [test] : SAFERS Bot [test]
bot % bot

Hello, first.responder.test.2 (Test
Organization)!

Photo attached to report! . .

Report draft has been deleted. .

How can | help you?

Hello, first.responder.test.2 (Test
Orgarizaton)

How can | help you?
»- Reports J/ Type a numeric value for Flames
Ll height in range: 0 to 15 m:

16:05

» SAFERS Bot [test]
Type a numeric value for Flames height...

\ Which measure do you want to add?
“ ) 16:0578 N e @ 12

Wind direction

Smoke opacity

Flames height

Wind speed

Back

bot

SAFERS Bot [test] : < g SAFERS Bot [test]
* ot

16:07 @& * Wind direction set to South Y608

Flames height setto 12m , , ‘ Please, type a description.

You can also attach media (location,
photos, videos, voice notes) and/or
16:07 add additional contents.

Measure: Wind direction
Select a value for the measure

North Report status: Notified ©

North East ' Hazard: Fire )
=4 Location: empty
Description:
East : empty

South East o0y Measurements:
- - Flames height: 12 m

- Wind direction: South
South

Attachments: There are 0 media
South West objects attached to this report

16:08
West Edit hazard

North West Add measurements

Back m Finalize or exit

Figure 13 - Add measurements example

Similarly, it is possible to add details about Damages specifying the damage severity, about
Effects specifying the degree of each effect, and about affected People, communicating how
many people are in each category of affected people (e.g., Injured, Missing).

12
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1.5.Finalize a Report or Exit

One Report can be sent once the mandatory information has been added.
Required information includes the event Location and either a Description or one Media among
Photo, Video, Voice notes.
Once described the situation to be reported is, tap “Finalize or exit” and select one of three
possibilities:
e Send report: to submit the report.
The chatbot check if the mandatory information are added and sends the report to the
control centre. A successful message will notify the correct submission.

e Save draft and return to the start menu: the report can be saved as a draft to be modified
later.

o Delete the draft and return to the start menu: to delete the draft.

1.6.Edit a draft Report

In case of draft Reports, it is not possible to create and send new \s’g:t*;z‘;e a saved draft report not
Reports. Do you want to complete it?

SAFERS allows to edit draft (if any):

When trying to create a new Report.

In this case SAFERS Chatbot asks either to:

¢ “Complete draft now” and eventually submit the Report
« “Discard draft and create new report”.

Figure 14 - Edit draft

When accessing the lists “All Reports” and “My Reports”
In this case,
» Access the Report’s details and tap “Edit report”.

Once entered the draft, the Report is shown, follow the instructions in the message and use the
buttons toas in the Report creation: the guided procedure.

At the end, tapping “Finalize and exit".

» To send the Report to the control centre, tap “Confirm changes”. A message will confirm the
success of the action.

» To delete the draft, tap “Discard changes and create new report”.

13



SAFERS Chatbot for Professionals User Guide V2.0

6. Missions

The SAFERS chatbot includes a section dedicated to Missions.
THE MISSIONS
are site-specific activities required and assigned by the control centre to the in-field agents,
according to their location and operational status.

When the control centre sends you a Mission... > NOTIFICA PUSH?

You can enter the Missions from the Start menu. You will
display the list of Missions created by your organization.

e
The list is organised in blocks of 3 Missions (page). > Reports & Updates
Use the arrows to browse them. b v @ My states
o B to go back and forth one page (3 missions at a =

time). - i
o 3 to jump respectively at the beginning or end of the

list. SAFERS Bot Start menu

4, Page 36 of 37
Tap on a mission in the list to read

Each button corresponds to one Mission and shows the date | ,
 the details

and hour of creation and a short description. :
A coloured dot informs you about the mission status (Figure 05/18/2022 @) Fuel reduction activity
15), that are:

@ Mission created by the control centre 05/04/2022 @ Fitcon SEEE
Mission taken in charge by you
() Mission completed/closed

17:50

03/17/2022 @) Fire on mountain Musiné

Tapping one Mission button, its details are shown (Figure 16). Title: Fuel reduction activity
H R R H . Start date: 05/18/2022 11:11
Every M!SSIOH mgllcates. o o il
« ATitle, that is the short description of the Mission g?dtdatce:: 05/119%022 12:59 CEST
. atus: Complete
® The Startmg date Description: perform fuel reduction
° The End date activity according to the plan
R Scope: Organization
e The Mission Status Re[r)‘or;s: There is 1 report associated
. .. . . ith thi issi
» A detailed description, concerning the assigned tasks = e
° The Scope " Location: Link
e The Location you can check following the link on Google This mission is completed! Mission is
Maps in read-only mode

45°02'02.6"N 7°42'56.4"E
Find local businesses, view
maps and get driving |
directions in Google Maps. °

See associated reports

Back

Figure 16 Mission's details

14



SAFERS Chatbot for Professionals User Guide V2.0

1.7.Handle a Mission

According to the Mission status, different actions will be offered (Figure 17).
You can:
» Take in charge one Mission. Only Missions in status Created @ can be taken in charge.
» Change the status of the Missions, according to the situation.
Missions in status TakenInCharge can be marked as completed or can be left.
» See the completed Missions ( ).

Title: Rescue people
Start date: February 17, 2022
10:52:00 UTC
End date: February 19, 2022
10:52:00 UTC
|Status: TakenInCharge |
escription: Rescue people

Scope: Organization

Title: Rescue people
- Start date: February 17, 2022
10:52:00 UTC
End date: February 19, 2022
F 0: : 00
Description: Rescue people
Scope: Organization

Location: Link
44°55'57.7'N 7°40'55.7°E

Find local businesses, view
maps and get driving directions
in Google Maps.

Location: Link
44°55'57.7°N 7°40'55.7°E

Find local businesses, view
maps and get driving directions
in Google Maps.

Mark completed (on behalf of your organization)

Take in charge (on behalf of your organization)

Leave office (on behalf of your organization)

Figure 17 - Changing mission's status

IMPORTANT TIP!
The SAFERS Bot does not allow to create and delete Missions.
Only the control centre can create, assign, and delete Missions.

15
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7. My Status

Through the SAFERS chatbot, every professional user can send updates on their Operational
Status to the control room.

% 9
P Reports {5 Updates
From the Start menu, tap My status. & Missions @ My status
You can select among 4 options (Figure 18) g
@ Settings
SAFERS Bot Start menu

o Offline
Set this status when you are not involved in activities.

Remind to keep your status and
current location up to date!

When your status is set to Off, your
location will not be shared.

= e Available
e e e Set this status when you are currently not doing an activity

| status? but available to be involved in one.

¢ Moving
Set this status when approaching the mission area.

+ Doing Activity
Set this status when you are busy with one activity.

Figure 18 - Operational status

When selecting Available, Moving or Doing Activity status, you're also requested to share your
location via the SAFERS chatbot.

1.8.Doing activity

When setting your Status as “Doing activity”, you are also asked to provide some additional data:
o the hazard the activity is related and

« the type of activity you are involved in. :gt’;siit';g status update: Doing
For instance, if “Earthquake” is selected, the options “Rubble To which hazard is your current
removal” and “Plant reconnaissance” are provided. el U 16:5

, e —
|
:, Flood

If “None” is selected, the available options are“Surveillance’
and “Assistance to the population”.

Figure 19 "Set my status" - Doing
activity — Select the hazard

16
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1.9.Share your location

IMPORTANT TIP!
Enable the GPS from your device settings.

Share your location via the SAFERS bot is important to keep the control centre informed, support
the Missions assignment and receive relevant Updates.

When your operational Status is Available, Moving, or Doing Activity, the SAFERS Bot periodically
ask you to share your location.

To send your location:

o Tap the Clip command, near the text field (Figure 9, nr. 1)

o Select Location in the bottom bar T
(Figure 9, nr. 2) <« Q

Here you can
» Share your current position (Figure 9,

nr. 3) or
« Share your live location in real time for R
. . . . Hello, first.responder.test.1 (Test
a certain period of time (Figure 9, nr. — i Organization)!
4) and set how long you intend to share | Since your status is Available, your | Gt rparazn v
[ location can help the control room. R 2
the position. @ Would you like to share your ¥
position with your organization? To Imﬂg‘;;"gj“]’gfs‘ ,
do it, tap on one of the commands in i
i the keyboard below S.c.p.a Mensa Univers ru‘.‘
) Castelfidard o
9 @ | G 2190 @ 5 @
R Ay Google MixTo €T &

Send My Current Location 3
Send my current location

Send my live location @
s o

Gallery

Share My Live Location for... 4

Figure 20 - Sharing location procedure

In alternative you can skip this step by clicking on "Skip" button.

You can share your location whenever you want, even if it is not requested by the chatbot.
To provide your location:

o click directly on the clip icon

o select the attachment type 'Location’

« then choose whether to send your current or live location.

17
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8. Updates

V2.0

Through the SAFERS chatbot, you can receive updates and communications sent by

your organisation send to the in-field agents, according to their location.

The SAFERS Updates are available from the Start menu.

The Updates are organised in blocks of 3 (Figure 21).
Use the arrows to browse the pages.

o &I 3 to go back and forth one block of 3 content at a time.
o & 3 tojump respectively at the beginning or end of the list.

Each button corresponds to one content and shows the Report’s

date and hour of creation and its description (an example in
Figure 8).

1.10. System notifications

ad: 9
P Reports % Updates
@" Missions & My status
4 Settings

SAFERS Bot Start menu

Page 21 of 22

Tap on a communication in the list
| toread the details
| 4

05/25/2022 h14:05 | Stay safe and avoid unwan...

05/18/2022 h11:11 | N to NE winds with very str...

05/04/2022 h13:09 | Reported a new fire on the...

1 System notifications

Figure 21 - Updates list

From the list of the Updates, you can access the System notifications, that may inform you about

system availability or updates.
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9. Settings

You can set some personal configurations and preferences to i el A Lt
improve your SAFERS bot experience. @ Missions & My status
The SAFERS Bot settings are available from the Start menu. o
SAFERS Bot Start menu
What do youwanttosetup? .., - o  Entering the “Language” option,
- : you'll find the current language e
: marked with a green check (£2). ——
Username s Tap on the desired language to
. 1 Italiano
® Search intervals change it.
4  Location Request
© Timezone . W R
] ° Tapplng Username ’ you can Set a rPlease,sendmeyourusernamein )

4 the chat, or type /exit to go back. iy
| J 1713

new username, just typing the

desired one in the chat. g,

It can also contain emojis &

' Username updated to: my new
username (/!

Figure 22 - Settings menu
Figure 24 - Change username

o “Search intervals” allows you to manage the temporal and spatial filters (Figure 25, nr. 1).
- The Temporal filters set a time window for searching and displaying Reports, Missions,
and Updates. You can select the number of days before and later the search date (Figure 25,
nr. 2).
- The Spatial Filters allow to set an Area of Interest in Km from your current location(Figure
25, nr. 3). It filters Reports, Missions, and Updates you will receive, accordingly.

Search filters allow you to restrict the
results displayed based on temporal
and spatial criteria.

Temporal and spatial search filters

limit your result to, respectively, age What is the maximum distance from

of the information and distance from your position within which to receive

your current location. What is the maximum distance from information?
your position within which to receive

Which filter do you want to adjust?‘ information? W B  Nospatial filter

V' No temporal filter w3 days 20 km

2 Temporal filters

Spatial filters » 7 days @ 30 days 100 km

Back Home Back

1) 2) 3)
Figure 25 - Search filters settings
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then | remind you to share your

m As you may noticed, every now and ?
~ location in case your status needs it.

e The “Location request” allows you to select how often you want By the way, even if your location |
. . is expired | will not send you any
to be reminded to share your location. reminder if you are not chatting with
me!

How often do you want me to remind
to update your location?

v @ 10 minutes

@ 30 minutes

@ 60 minutes

© 90 minutes

Figure 26 - Location request
¢ You can finally “Change timezone”

e And “Logout” to exit from the SAFERS chatbot.

1.11. Logout
To exit from the SAFERS Bot,
You can

e Enter the Start Menu and select Settings
e As an alternative, you can type and send the command “/logout” directly in the text bar.

In both case, to complete the procedure, open the link in the dialogue box that will appearand
confirm the log out (Figure 27).

Open Link .
. Logging out...
5 Do you want to open
Tap on Logout to end your session https://shelterchatbottest.page.link
4 [fWWkfaYZPNnF6hRT6?
Logout CANCEL OPEN

Figure 27 Logout
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